
December 1, 2022

Information 
Technology 
Committee



Agenda

• Welcome
• Approval of Minutes
• Public Comments
• Committee Comments

• Administrative Policy Manual Chapter II-21, Code of Conduct  
for Members of Boards and Commissions

• Receive, Ratify, and File Report on New Projects Reviewed / 
Approved by CIO

• New Projects for Review and Approval by the Information 
Technology Committee

• Receive, Ratify, and File Report on Status of ITC Projects
• IT Policies for Review / Approval
• Business Technology Committee
• CIO Report
• Review of Action Items
• Closing Comments / Agenda Items for Next Meeting
• Adjourn 



APPROVAL OF MINUTES PUBLIC COMMENTS COMMITTEE COMMENTS



Administrative 
Manual 

Chapter II - 21 



 None



 No New Projects to be Reviewed
 Brief Update on Pending Projects - None



10 projects on schedule and within budget (12 previously)

a.  VCHRP Payroll System 9.2 Upgrade – Auditor-Controller / County Executive Office Human       
Resources

b.  Checkpoint Infinity Security Upgrade – IT Services
c.  VCIJIS 2.0 – Information  Technology Services Department 
d.  Cerner WELL Health – Health Care Agency 
e.  Virtual Desktop Infrastructure Modernization – Human Services Agency
f.   Ambulatory Care Clinic Integration – Health Care Agency
g.  Experian eCare NEXT – Health Care Agency
h.  California Mental Health Services Authority (CalMHSA) Semi-Statewide Enterprise Health Record 

(EHR) Services – Health Care Agency
i.  VMware System – Health Care Agency
j.  APPSIAN PeopleSoft Security – Auditor-Controller’s Office / County Executive Office Human  

Resources



6 active projects within budget and not on schedule (5 previously)

k.  Kronos Time and Attendance System – Health Care Agency 
l.   Enterprise Content Management – Public Defender’s Office
m. Integrated Property Tax Assessment and Collection System – Assessor / Auditor-Controller / 

Treasurer-Tax Collector
n.  Energy Management System Migration (HVAC) – General Services Agency
o.  Behavioral Health MHSA/VCSO SAS Data Exchange – Health Care Agency
p.  NextRequest – County Executive Office/Clerk of the Board

1 active project on schedule and not within budget (0 previously)

q.  Cornerstone LMS – County Executive Office / Human Resources

1 active project not within budget and not on schedule (0 previously) 

r.  Integrated Library Systems (ILS) – Library 



1 project was completed and closed  (3 previously)

s.  Fire Radio Dispatch Console System Upgrade (Motorola MCC 7500E Consoles) – Fire Protection District



Fire Radio Dispatch 
Console System Upgrade

Fire Protection District

• Original Completion Date:  11/01/2022
• Actual Project Completion Date:  11/01/2022
• Original Budget:  $ 2,492,961.00
• Actual Cost:  $ 2,492,961.00

• Measurable Outcomes
Part of upgrade to future radio system



Countywide IT Policies for Committee Review / Approval

• Exception to Policy Request: Approve the District Attorney’s Office to have
their own separate/exclusive tenant in Harmony with its own separate and
exclusive administrative rights.



Business 
Technology 
Committee

Review and Approve Changes to BTC Bylaws

• Change meeting frequency from monthly to quarterly.
• Meeting to be scheduled at least one month prior to quarterly 

ITC meeting.
• One special meeting to be scheduled in December for BTC 

business (elections, meeting schedule, etcetera).
• Chair/Co-Chair can call special meetings if necessary.



CIO REPORT



Updates 
from CIO

• Action Items from Previous Meeting
 Terry to sign Resolution 4.
 Terry to follow up with GSA on digitization of 

invoices for RMA Administration.
 Kronos update.
 Terry to work with Ms. Livingston and Mr. Pettit on 

updating ITC Submission Guidelines.
 Terry will send out a revised memo regarding the 

updated recommendations for ITC Submission 
Guidelines.

 Terry will bring proposed changes to ITC 
Submission Guidelines for review and vote.

 Review and approve updated recommended ITC 
Submission Guidelines.

• Cyber Security Update



Cybersecurity Updates



Cybersecurity Updates Agenda
• Extended Security Updates

• Harmony Replacement Effort



Cybersecurity Updates
▪ Extended Security Update (ESU)

What Does it Do
• Provides critical and important updates to Windows 7 and Server 2008 machines

Why it Matters
• Windows 7 and Server 2008 machine vulnerabilities will be permanently exploitable
• There are machines potentially externally exposed at this time

ESU Information
• Offered since 2019; machines on ESU since 2020 (Extra Costs)
• Ending January 2023 with no further support from Microsoft
• Total County devices requiring migration: 131
• Total County devices not upgraded as of 11.24.2022:  61

Progress Update
• Meetings/Discussions are being held with impacted agencies
• Risk reduction measures are being applied – We need your support as it could impact operations!



Cybersecurity Updates
▪ Harmony Anti-Virus and Anti-Malware Replacement Project

What Does it Do
• Provide a uniform replacement to Symantec and Malwarebytes 
• Contains many features for workstations and servers

Why it Matters 
• This is a foundational protection measure
• Harmony license includes central, 24/7 vendor staffed monitoring

What is the Impact
• Board approved solution that is now part of “the rate”
• Maintaining alternative solutions is at agency costs (redundant expense) 
• License renewal for Symantec and Malwarebytes is coming in 2023  (agencies billed if no Harmony)

Progress Update
• We are working with agencies on the migration effort – however, some may not be ready by license 

renewal date resulting in Symantec/Malwarebytes renewals being billed to agency
• Total devices not on Harmony: Approx. 5,500



2023 Meeting Dates, Review, and Closing

 Dates for 2023 ITC Quarterly Meetings
o January 26, 2023
o April 27, 2023
o July 27, 2023
o October 26, 2023

 Review of Today’s Action Items

 Closing Comments / Agenda Items for Next Meeting 



Adjourn

Thank you for your time.
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