800 South Victoria Avenue

Ventura, CA 93009

Tel (805) 477-1600

Fax (805) 658-4523

G rCI n d J U ry grandjury.countyofventura.org

This response was given using the 2020-2021 Ventura County Grand Jury Report form. The form should
have reflected the Ventura County Grand Jury Report form 2021-2022.

We regret any confusion this may cause.

Sincerely,

Keith Frost
Foreperson
Ventura County Grand Jury (2022-2023)
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Date: July 25, 2022 @ © PY Tuu();l r(m';n,m
ivision
Genaral Manager
To: Ventura County Grand Jury Tony U Staftond

From: Camrosa Water District

Subject: Response to 2020-2021 Ventura County Grand Jury Report — Cybersecurity of Water
Providers in Ventura County Findings and Recommendations

The Camrosa Water District agrees with Finding F-01, The Grand Jury finds that
cybersecurity of both IT and SCADA systems is essential to safe and effective delivery of
water. Regarding findings F-02 through F-09, however, the District neither agrees or disagrees
with the findings but contends that the Ventura County Grand Jury, Final Report did not provide
adequate information to render a decision of the cybersecurity adequacies or inadequacies found
among other water agencies within the county.

Regarding the cybersecurity recommendations, the District agrees with Recommendation R-01,
R-03, R-04, R0S, and R-06. The District is in alignment with the recommended cybersecurity
controls of the American Water Works Association (AWWA), Water Sector Cybersecurity Risk
Management Guidance v3.0, which, in turn, aligns to the National Institute of Standards and
Technology (NIST), Cybersecurity Framework v1.1. As part of the AWWA Risk and Resiliency
Assessment (RRA), the District, to date, has fully implemented and maintained ninety percent
(89 of 99) of the recommended AWWA cybersecurity controls and has partially implemented or
is planning seven additional controls. Attached is the District’s AWWA RRA Control Output
which outlines the District’s cybersecurity stature.

Regarding Recommendation R-02 (recommending public water providers regularly share and
exchange information regarding cybersecurity threats, attacks, protections and remedies, and
provide training), the District is alignment with AWWAG430.4.3 and DHSCAT-2.11.3
recommendation providing monthly training on a variety of cybersecurity topics including
phishing, social engineering, and cyber-hygiene. The District, however, does not regularly share
and exchange information regarding cybersecurity threats on any public forum. Any decision to
implement such an action would need further analysis and consideration at the Board level.

Sincerely,

&= j% gi%x.@
Tony Stafford
General Manager

Camrosa Water District
805.469.6414

7385 Santa Rosa Road » Camarillo, CA 930129284
Phone: (805) 482-4677 » FAX (805) 987 4797
Webhsite www camrosa com



800 South Victoria Avenue
COUNTY VE NT“ RA Ventura, CA 93009

Tel (805) 477-1600
G_ra Qd Jury_

Fax (805) 658-4523
grandjury.countyofventura.org

Response to 2020-2021 Ventura County Grand Jury Report Form
(Please See California Penal Code Section 933.05)

Report Title: _Cybersecurity of Water Providers in Ventura County

Responding Entity:  Camrosa Water District

FINDINGS

o I (we) agree with the Findings numbered: __F-01

e [ (we) disagree wholly or partially with the Findings numbered: _

(Attach a statement specifying any portions of the Findings that are disputed,
include an explanation of the reasons.)

RECOMMENDATIONS

) R-01,R-03,R-04,R-05,R-06 .
¢ Recommendations numbered s have been implemented.

(Attach a summary describing the implemented actions.)

e Recommendations numbered have not yet been
implemented but will be implemented in the future.
(Attach a summary indicating the timeframe for implementation.)

R-02

e Recommendations numbered require further analysis.
(Attach an explanation to include: scope and parameters of the analysis or
study and timeframe for the matter to be prepared for discussion with the agency or

departmeni  head. The timeframe shall not exceed six months from the date of
publication of the report.)

o Recommendations numbered will not be implemented

because they are not warranted or are not reasonable.
(Attach an explanation.)

Date: _ /~25=23 Signed: ""_'““10’7}‘) WW‘Q :
Title: . GENERAL  MANAGER

Number of pages attached: _L
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